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The growing numerical dependency leads to more and more opportunities for
malicious activities across all technologies including the Operational Technology
(OT) field. Conventional detection methods (including IOC-based, signature-
based methods) require the integration of static discriminant elements based on
forensic analysis. Information about previous attacks are needed to partially
detect the next mutated attack. It motivates the need for anomaly-based detec-
tion system which can detect behaviour deviations without previous knowledge.
We model network data from Industrial Control System (ICS) with a graph
where the nodes are the IP addresses and the edges are messages between 2 IP
addresses. Such modelization is implemented in [3] and graph clustering has
been used to detect intrusion in IT in [3, 4, 6] but not in OT as far as we know.
We aim at classifying whether an input graph is normal given observations of
a sequence of graphs considered as normal. To achieve this goal, we assume
independence of the graphs and learn a probabilistic behaviour of the train-
ing graphs with different methods and then test new graphs with a likelihood
parametric and non parametric boostrapping process.

We are thus looking for flexible models to learn the probabilistic behaviour
of the normality. First we use a semi-parametric model of latent classes, the
”stochastic block model”, and we extend it to a sequence of graphs by adapting
the Variation Expectation Maximization algorithm [5]. The choice of the num-
ber of classes with the criterion ICL [1] extended too to a sequence of graphs
brings flexibility to such a model. Second, we try non parametric approaches
leading to a variety of situations. Most of them are based on Poisson and Gaus-
sian kernels. As a first example, we consider either a Poisson kernel of all the
values of an edge in the past, or a Poisson kernel of all the values of all the edges
where we assume similar behaviour across time and edges. The statistical unit
can be the graph or the edge. As an extension such distribution can be mixed
for increasing flexibility further and the corresponding weights of the mixtures
are computed with an Expectation Maximization algorithm [2].

We compare the different proposed methods on real data from two firms
and of different learning time through the empirical level and the power. As a
preliminary step, such analysis of pros and cons of each method will able us to
do more innovative and efficient modeling in our future works.
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