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© The problem
© Testing abnormality with probability models
© Numerical Experiments on real data sets

@ Future works: Testing abnormality with scan statistics and simulation
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Operational Technology (OT)

@ Part of modern Critical Infrastructures (Cl) such as water treatment
plants, oil refineries, power grids, and nuclear and thermal power plants

@ Composed of sensors and actuators, PLCs, SCADA and HMI

OT aim at controlling the physical process of the firm
whereas IT (Information Technology) is all the technolo-
gies of information which support all the other processes
of the firm. Sometimes there is IT in OT to deal with the
information generated by the industrial network.
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Attacks in OT: Stuxnet a game-changer

2000 2022
2010 2022

More and more attacks

2010
Stuxnet (Iranian power plant)

A cyber attack is a malicious attempts to damage, dis-
rupt or gain unauthorised access to computer systems,
networks or devices, via cyber means according to the
National Cyber Security Centre
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Standard approaches to detect an attack

@ Solutions in IT not sufficient to stop OT attacks (Raman, Ahmed et
Mathur 2021)

@ OT Solution based on signature of the previous attacks in the firms
(Umer et al. 2022)

@ Anomaly detection is the best to stop new attack since it can detect
deviation of the normal behaviour (Raman, Ahmed et Mathur 2021)

‘ Thus we focus on anomaly detection ‘
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Graph anomaly detection

According to Joshua Neil "Attacks do not happen in isolation on a single
endpoint. Instead, they are exhibited across multiple endpoints, and in the

communications between these endpoints." So graphs is a natural structure
to detect attack.

@ Up to our knowledge, no graph anomaly detection in OT
@ In IT works in graphs have been already used, for instance:

» To represent the calls of the functions of binary (Cohen, Yger et Rossi
Nov 2021)

» To model the stream of messages sent between IP adresses:

* To do classification (Xiao et al. 2020 ; Abou Rida, Parrend et Amhaz
2021)

* To do unsupervised learning with community detection, auto-encoder

and scan statistics (Ding et al. 2012; Neil et al. 2013 ; Leichtnam et al.
2020)

= Only one statistical work to test if there is an anomaly (Neil et al.
2013), otherwise probability models are not used
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Our data: dynamical graphs of counting

e N IP adresses communicate over a time [0, T] at different times
t € [0, T] by sending messages.

@ The attack can occur in a time interval A; unknown, so the data has
to be split with different A;

@ We divide the time into intervals of equal length A;
[0, T] = U1

@ The aggregated data is G = (Gj)1<i<n Where for all 1 < < n,
Gi = (N, &) with the set of nodes N' = {1,..., N} and &; the set of
edges during /; and there is an edge (k, /) if the IP address k sent at
least a message to the IP address | during

@ We can construct the adjacency matrices X' such that
V1 < k,I < N,X; , is the number of messages sent by the IP address
k to the IP address |
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Our solution: Testing abnormality of a graph of a sequence

© Learn a normal behaviour, a distribution Py, over a sequence of
graphs G = (Gi)1<i<n with a flexible family F of probability
distributions such that Py € F
» Let's assume that the graphs G; are i.i.d under the distribution Py
@ Test if a graph has the normal behaviour

» fori>n+1
Ho : Gi ~ Py,
Hlig,'N}P)l.

© Compute the distribution of the log-likelihood L, of the
distribution Py with a bootstrap to get a quantile gggs5. For
i>n+1, Hyis said to be true if:

Lo(Gi) > qo.05-
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Candidate families F for P
Given a graph G*:

@ Stochastic bloc model with an hyperparameter the number of
classes K. A modification of the VEM is made so the SBM is learnt
over G. The log-likelihood of G* LK(G*) which is intractable is
approximated with the Iog—llkellhood of the complete data.

@ Gaussian kernel with the hyperparameter window h > 0:

-t (13 etz
Py nh 2w
e Poisson kernel with the hyperparameter window h > 0:

Z|Og< Z(Xk/;‘*?) —(X] ,+h)>
ki

k£ i=1
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Error of the first kind and tuning of the hyperparameters

The dataset from a firm in OT is split into 3 datasets: a learning dataset to
learn Py, a validation dataset to tune the hyperparameter, a test dataset to
estimate the error.
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Error of the 1st kind of the validation set for the SBM (left panel), Gaussian
kernel (middle), Poisson kernel (right)
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Error of the 1st kind (summary)

Error of the
1st kind of Time of
Model Hyperparameter the test set learning
SBM 30 4% 46 hours
Gaussian
kernel 90 5% 1/2 hours
Poisson
kernel 150 10% 1/2 hours

Now we have to define candidate attacks (IP; distribution) ‘
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Hypothesis H;: Let's test star and path

According to Neil et al. 2013, star and directed path in graphs are
typical of cyberattacks.

Let's construct a star of size 05 € [1, N — 1] with 3 edges on each couple
of nodes of the star

@ Take a normal graph from the test set

@ Choose uniformly a node k which will be the center of the star
@ Choose uniformly 65 nodes in {1,...,N} {k}

@ Add a value 3 on the edges of the star

We construct similarly a directed path of length 6, € [1, N] with 5 edges
on each couple of nodes of the path

@ Take a normal graph form the test dataset
@ Choose uniformly 6, nodes
@ Add a value 3 on the edges of the path
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Graphs with star and path

Normal graph (left), graph with a path (middle), graph with a star (right)
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Empirical power
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The SBM is way better than the Gaussian kernel and the Poisson kernel.
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An other solution: Testing abnormality of a sequence of
graphs

As a recall, we observe G = (N, & )1<i<n

Ho : Vi € [1, n], no abnormality
Hy : 3i € [1, n]), there is an abnormality
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The test can be reformulated thanks to the Scan statistics

In Priebe et al. 2005, we define the scan region for the scale k € N the
location the vertex v € A and the closed kth-order neighborhood of v in
G; to be the induced graph of N!(v) denoted by:

QN (v))
with vertices V(Q(N.(v))) = Ni(v) and edges

E(Q(N(v))) = {(v,w) € & v, w € Nj(v)}
The time-dependent locality statistic is:

Sxi(v) = |E(QN(v)))] (1)
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Scan Statistics

A vertex-standardized locality statistic with a window width 7 is:

[e]e] le]e]ele)

ékJ(v)::(¢kJ(V)—-ﬂk¢nr(Vn

max(Gk,i,e.r(v), 1)

where /i Kok, i tT(V)) t’:: ¢k t’( ) and
ak,l,t 7-( ) - 1 t’:l— (¢k t’( ) - Nk,i,t,r(v))2

The standardlzed scan statistics is:
My.i = maxgy i(v)
we consider a temporally-normalized version of M ;

Mic,i — fik,i L

i = i i
! max(ak7,-7L, 1)

Références

where fix i1 and Gy are the running mean and the standard deviation of

Mj ;i based on the most recent L time step.
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Reformulating the test

Ho : Vi, 51 <q
Hy : 3i such that 51 > g
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Error of the 1st kind
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Power

To test Hy, | construct as follow a star of size 05
e Simulate a sequence of graphs with the Stochastic Bloc Model
@ Choose uniformly a graph i* in the sequence

@ Choose uniformly a node which will be the center, and then 65 nodes
in the other nodes

@ Add an edge to the graph i* at each couple of node of the star
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Thank you for your attention
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